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PERFORMANCE WORK STATEMENT
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1. Description of Services

The Contractor shall provide technical support services on tasks supporting the
Consumer Product Safety Commission (CPSC) Legacy Commission Information Systems
(CIS} by conducting operations, maintenance, enhancements, integration and
development activities in accordance with the contract CPSC-D-13-0001. Additionally,
the contractor shall provide support services for CPSC CIS application related hardware
and software installation and configuration. The Contractor shall perform their work in
accordance with CPSC's established CIS procedures, including but not limited to: system
operating procedures, application and database management policies, procedures, and
standards; Security protocol; systems development lifecycles; and relevant Federal
{non-CPSC) guidance.

2. Background

The CIS applications currently consist of approximately 52 systems/applications. The
system back-end databases are MySQL, Oracle, Sybase and SQL server.

Based on a 12-month history of requests, the contractor shall expect an estimated 100
CIS applications-related requests per month.

3. Task Order

This procurement is a firm-fixed price, performance-based task order. This is a non-
personal services contract.

4. Description of Work

The contractor shall act independently, and not as an agent of the Government, the

Contractor shall furnish all necessary personnel, and services to perform the work set
forth below:

A. Project Management

(1) The Contractor shall provide project management service in alignment
with CPSC’s Project Management Office {PMO) and Systems
Development Lifecycle (SDLC) processes and templates. The Contractor
shall produce a project plan covering CIS support, including risk and issue
management, reporting, change management, time management,
configuration management, support and service level standards, quality
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control plan, and communications plan.

{2) The Contractor shall conduct a kick-off meeting with CPSC to establish a
proposed work plan with time line.

(3) The Contractor shall deliver weekly and monthly progress reports,
including number of requests received, a summary of activities
performed in resolving the requests, project accomplishments, issues and
risks identified, and upcoming activities based on open requests.

B. CIS Applications Operations, Maintenance & Administration

{1) The Contractor shall provide support services for the operations,
maintenance and administration of CPSC's CIS applications, including but
not necessarily limited to 54 PowerBuilder and 24 .NET applications as
documented in attachments. Support services include, but are not limited
to, ensuring applications are available during CPSC business hours or as
defined in the system operating procedures, analyzing and resolving
defects, integrating and implementing maintenance solutions or
modifying the systems user access as requested via Help Desk tickets, e-
mails to the IT Solutions Division {ITSD) Team, or by the Project Officer’s
request.

{(2) The Contractor shall ensure that CIS applications are running and
available 99.99% of the time during normal operating hours (8:00am to
5:00pm Eastern Time (ET), Monday through Friday, except for Federal
holidays), with the exception of downtime scheduled and initialed by

CPSC. The Contractor shall track and report all system downtime causes
and solutions.

(3) The Contractor shall ensure that CIS applications are maintained to
operate efficiently and effectively for CPSC end users. The contractor
focus shall be on making bug fixes to software, and maintaining and
updating documentation to support its operational effectiveness. The
Contractor's tasks shall include making changes to improve a system’s
performance resulting from an error in coding, to correct problems, or to
continually enhance security according to industry standard guidelines.

(3) The Contractor shall carry out the tasks and activities necessary to
maintain system operation. Systems operations activities are performed
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on a scheduled, recurring basis, to ensure that the production
environment is fully functional and is performing as specified. The
following is a checklist of systems operations key tasks and activities:

I,

vi.

vii.

vill,

The Contractor shall ensure all processes, manual and automated,
are documented in system operating procedures.

The Contractor shall ensure that all procedures executed comply
with the documented system operating procedures.

The Contractor shall update written system operating procedures
when they change due to efficiency and effectiveness process
improvements or due to changes in the application.

The Contractor shall ensure users are trained on current
processes and new processes.

The Contractor shall ensure that: scheduled window services, ETL
process, scheduled batch process and APIs are kept accurate and
are monitored.

The Contractor shall maintain performance measurements,
statistics, and system logs. The Contractor shall track and report
on any and all application downtime.

The Contractor shall monitor the performance statistics, report
the results and escalate problems when they occur.

The Contractor shall perform patches and upgrades on system
components by properly coding and testing the updates. The
Contractor shall deploy these patches and updates outside of the
CPSC business hours of operations, except in the case of
emergency patches or as requested by the Project Officer.

The Contractor shall perform data corrections, refresh and
migration for CIS applications related maintenance tasks.

The Contractor shall ensure and report on a daily basis that the
CIS applications are operating and available, informing the CPSC
Project Officer of any problems, programming changes or new
release of applications.
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C. CIS Applications Enhancements and Development

(1) The Contractor shall perform enhancements of existing CIS applications to ensure
continued operations; improve efficiency and performance; address new user
requirements; or add new functionality, including integration with other CPSC
systems.

(2) The Contractor shall develop new CIS applications based on the technology and
platforms availability, to address new user requirements; add new functionality; and
integrate with other CPSC systems.

(3) The Contractor shall document and maintain a record of all enhancement and
development requests received via the Help Desk ticketing system, the Project
Officer, and direct user requests. The Contractor shall alert the Project Officer in
writing to enhancements requests received via the Help Desk ticketing system or
directly from users.

(4) Per F(2) below, the Contractor shall delineate operations and maintenance/bug fix
requests from enhancement and development requests. The Contractor shall
provide recommendations to the Project Officer regarding whether or not a request
is an operations & maintenance/bug fix or an enhancement or development request.
The Project Officer shall make the final determination.

(5) The Contractor shall receive written Project Officer approval for enhancement and
development requests before the Contractor begins development phase work.

(6) The Contractor shall conduct estimations for enhancements, if requested by the
Project Officer, within an amount of time agreed to by the Project Officer and the

Contractor. The Contractor shall provide the Project Officer an approximate leve! of
effort(LOE)

{7) The Contractor shall conduct estimations for systems integrations, if requested by the
Project Officer, within an amount of time agreed to by the Project Officer and the
Contractor. The Contractor shall provide the Project Officer an approximate level of
effort(LOE)

(8) The Contractor shall develop system integration and data sharing mechanisms, if
requested by the Project Officer, within an amount of time agreed to by the Project
Officer and the Contractor. The Contractor shall provide recommendations to the
Project Officer regarding whether or not a request is an operations and
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maintenance/bug fix or an enhancement or development request. The Project
Officer shall make the final determination. The contractor shall manage and support
the implementation of security controls during the application development and
O&M phase, based on federal information assurance guidance, including but not
limited to National Institute of Standards and Technology and Office of Management
and Budget standards and guidelines.

(9) The contractor shall implement the work items in appendix A, which include the
enhancements for IFS and Recall API.

D. Improvement Report and Plan

The goals of the Improvement Plan shall be to clarify and streamline procedures for
the operations, maintenance, and administration; to improve training information,
methods, and delivery; to improve the organization, completeness, and plain

language writing of documentation; and to identify and fill gaps in documentation
and training of the CIS applications.

(1) The Contractor shall conduct a review of existing CPSC CIS applications,
operations, maintenance and administration features, functionality,

procedures and training materials, including discussions with appropriate
CPSC staff.

(2) The Contractor shall submit a report proposing updates or changes or
enhancements to the applications, procedures or training materials, as well
as new or updated technology solutions to improve administration,
management, and maintenance of CPSC CIS applications and databases. The

report shall include an estimated level of effort for implementing the
changes.

(3} Once the report has been approved by CPSC, the Contractor shall write an
improvement pian to implement the changes. The plan shall include a roll-
out process and schedule, programming work required, training and
documentation necessary for CPSC staff, potential system downtime, risk to
implementing or not implementing feature/functionality enhancements,
support and procedure changes necessary and a way to achieve these with
minimal impact to CPSC operations, and other elements deemed necessary
by the Project Officer for successful implementation.
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(4) Once the improvement plan has been approved by CPSC, the Contractor shall
implement the plan.

{5) The Contractor shall report on the implementation status and on-going
changes based on the plan, regarding how effective the improvements are.

E. Training and Documentation

{1) The Contractor shall, at the direction of the Project Officer, perform
knowledge sharing and transfer by providing documentation, training
materials, user manuals, technical manuals, standard operating procedures
and/or conducting onsite training sessions., The Contractor shall provide
these services when new, corrected, or improved methods of performing
systems operations and maintenance are identified, or when a bug fix alters
the standard operating process.

(2) The contractor shall manage and support the development of required
security documentation and resolution, including security plans, security
assessment reports, contingency plans and a plan of action & milestones
(POA&M) documents.

F. Support Requirements

(1) The Contractor shall provide troubleshooting support to resolve issues and
problems encountered by CPSC staff and contractors relating to CIS
applications, databases, servers and systems. Support shall include reviewing
incident reports submitted via the Help Desk tracking system analyzing the
problem, conducting root cause analysis if necessary to resclve the issue,
testing the potential fixes, implementing the resolution, and documenting
the actions taken and resclution in the Help Desk tracking system.
Documentation of a problem resolution shall include a summary of
recommended user tests (for confirmation that the resolution solves the
customer's reported issue or where more appropriate an underlying issue
that caused the customer to report an issue).

(2) The Contractor shall perform triage on all CIS-related Help Desk tickets
received to determine if the ticket or part of the ticket represents an
operational or maintenance issue that can be corrected without in-depth
development or enhancement {bug fix}, an enhancement request to improve
the existing functionality or feature set available in the application(s), or a
request for new development that involves building new functionality or
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features into the application beyond what currently exists,. The Contractor
shall review these triage protocols and decisions regularly with the Project
Officer to better understand whether or not a resolution is within scope of
this Task Order.

(3) The Contractor shall document new application releases resulting from fixes
or enhancements made under this task order. Documentation shall include
the request, description of the resolution, documentation produced, code
scripts, and testing results. The Contractor shall submit the necessary
documentation to CPSC change control board for approval to roll out the
new release. Upon approval by the change control board, the contractor
shall schedule and perform deployments for the new application release.

(4) The Contractor shall provide standard support as described above during
normal operating hours (Monday through Friday, 8am until 5pm ET, except
Federal holidays). The Contractor shall provide support for emergency
requests on a 24 hour / 7 days a week basis. Emergency requests shall be

defined and documented by the Project Officer in consultation with EXIT
management and the Contractor.

5. Reporting Requirements

The Contractor shall maintain a record of all work performed, using the Help
Desk system. The Contractor shall provide a detailed summary of tasks
completed (accomplishments}, planned activities, and risks and issues identified
in weekly status and progress reports. The Contractor shall confer with CPSC
staff on issues and problems which the Contractor identifies, and shall
implement a solution at the direction of the Project Officer.

6. Inspection and Acceptance

The CPSC Contracting Officer Representative (COR), with support from the

Project Officer, will monitor each assignment and will evaluate the performance
based on:

¢ Volume and frequency of data to be processed in each system, order and
type of operations; and

o Monitoring of system performance statistics, report the results and
escalate problems when they occur.
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The Government will apply the following general inspection standards to the
reporting and delivery requirements:

Meeting agreed upon schedule dates.
Submission of all deliverables as specified.
Ability to produce quality assurance documentation (where code is

concerned and testing applied, per SDLC practices.

Preparation of comprehensive reports/presentations.

The Government will inspect the work for both quality and timeliness, and notify
the Contractor in writing regarding problems and any corrections needed. The
Contractor will be notified in writing of the problems with the work and the
Contractor shall provide an acceptable correction, correction plan or
recommendation within 24 hours of notification.

7. Delivery Requirements

The following deliverable items shall be performed and delivered in accordance with the

following schedule:

Deliverable

Deliverable Timeframe
(No Later Than =NLT)

Project Kick-Off Meeting and presentation
of the project roadmap, to include the
approach for staffing and addressing
operations and maintenance issues
associated with the CIS applications.

NLT 5 business days after period of
performance starts

Project Plan

NLT 10 business days after kick-off
meeting with updates monthly

Perform systems maintenance and
operations by addressing Help Desk tickets
associated with the applications previously
described.

Daily

Weekly Status Reports, which includes a
summary of Help Desk tickets received, in
process, and resolved; support ticket
statistics; solutions implemented; pending
issues; and risks.

Every Monday (covering the previous
calendar week) except in weeks where a
monthly progress report is due
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Data dictionary, Data Flow NLT 120 business days after kickoff
diagrams(ERDs), Process flow diagrams for
the agreed upon systems.

Security Documentation As needed basis

Monthly Status Reports, which include the | 30 business days after award, then
same content as the weekly status report | monthly (NLT 5 of month)

as well as a review of deliverables and
invoice/payment status.

Monthly O&M team meetings One time per month as needed basis.

Improvement Plan Report NLT 90 business days after kick-off
meeting

Improvement Plan NLT 30 business days after the
Improvement Plan report approved.

Improvement Plan Implementation NLT 30 business days after Improvement
Plan approved

Provide new or updated User Manual, Within 15 business days of Project

Training Material and conduct training Officer’s request

sessions at the direction of the Project
Officer, as new mechanisms for system
operations and maintenance arise.

8. Period of Performance

The Contractor shall provide the work of this task order beginning on May 2, 2017
through May 1, 2018.

9. Government Furnished Materials

The Government will supply:

Computer hardware and software
Physical office space and a phone
Network and internet access
Maintenance procedures
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10. Contractor Qualifications

The Contractor personnel performing the work shall have no less than three (3) years of
experience in Enterprise Service Bus/messaging technologies, APl/web service
development, PowerBuilder, Microsoft .NET, SQL language, TSQL and administrator
experience in Oracle, Sybase, SQL server, MySQL database software, Microsoft 115, HTML
and XML, Microsoft SharePoint.

11. LC 5 CONTRACTING OFFICER'S REPRESENTATIVE (COR) DESIGNATION

a. The following individual has been designated at the Government’s COR for this
contract:

Name: Pleshette Mattison
Division: Department of iT Services
Telephone: 301-504-7113

Email: pmattison@cpsc.gov

b. The CPSC COR is responsible for performing specific technical and administrative
functions, including:

{1) Performing technical evaluation as required;

(2) assisting the Contractor in the resolution of technical problems encountered during
performance; monitoring the Contractor's technical progress, including surveillance and
assessment of performance, and notifying the Contracting Officer within one week
when deliverables (including reports) are not received on schedule in accordance with
the prescribed delivery schedule; and

{3) Inspection and acceptance of all items required by the contract.

c. The COR, who may be personally liable for unauthorized acts, is not authorized to and
shall not:

(1) make changes in scope of work, contract schedules, and/or specifications, or to
make changes that affect price, quality, quantity or delivery,

(2} direct or negotiate any change in the terms, conditions, or amounts cited in the
contract; and

{3) make commitments or changes that affect price, or take any action that commits
the Government or could lead to a claim against the Government.

d. This delegation is not redelegable and remains in effect during the period of
performance of the contract.
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e. A clear distinction is made between Government and Contractor personnel. No
employer-employee relationship will occur between government employees and
contractor employees. Contractor employees must report directly to their company
(employer) and shall not report to Government personnel.

All questions regarding this requirement shall be direct to the Contracting Officer (CO)
or Contracting Officer's Representative (COR).

See Attachment 1 for Applications 2 Pages



ERDs and Data Dictionaries for CIS Applications Supported by VIS

© = link to the completed file ... = in progress

blank = have not begun

Application

Data Dictionary

ERD

Age Determination

ATV Deaths

Badge System

Budget Application

©

©):

Children and Poisoning {(NEISS CAP)

Clearinghouse Manufacturer Mailing System (CHMMS)

Clearinghouse Tracking

Compliance (EXC) Tracking

W e | N0 e W N

Continuing Guarantee Tracking System

=
(=]

. Correspondence Tracking for Compliance (CRC)

e
[y

. CRC Tracking of response to IDIs {Compliance Tracking

of IDIs Involving Deaths)

12.

EHHA-EPI and HS Document Tracking

13.

Employee Departure

14,

EPDATA Data Entry

15.

EPHQ ~ EP Headquarters Module

16.

EPID — Hospital Upload

17.

EPIR — EP Retrieval and Reports

18.

EPQC Quality Control and Cost Projects

19,

EPreview — Daily Data Review for NEISS

20.

Fireworks

21.

Freedom of Information {FOI} — Obtain Sec15 data

22,

HIDMIG — used to restore hospital data

23.

IFS

(@]

24.

IFS User Administration

25.

Lab Accreditation Approval

26.

Lab Accreditation Registration

@@

(@](©lE

27.

Lighter Review




ERDs and Data Dictionaries for CIS Applications Supported by VIS

28. Lighter Submission

©
©

29. Modify IDI Assignments

30. Nars_new

31. NEISS Error Status Maintenance

32. NEISS Query

33. OECD

©)|©
©|©|:

34. OS Controlled Correspondence Tracking

35. Pacifiers Testing

36. PIV Registrar

37. ProcessMobileWH (Process Scan Sample by SSF and
Generate SSF Weekly Report)

38. Property Management System

©

39, Quality Control Data Updates

40. Rattles Testing

41. Records Management for Sec15

42. Settled or Adjudicated Lawsuits Section 37 Reports
Tracking system

43. SIU Special Investigation Unit Tracking (Compliance
{CRC) SIU}

44, Small Parts

45, State Contractor

©|©
©e|e

46. Sample Tracking

47. Toy Testing

48. Visitor Registration

49. Web Application Security

50. Web Services for Recalls & Penalties

51. Web Services for Accepted Labs






