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U.S. Consumer Product Safety Commission
PRIVACY THREAT ANALYSIS/PRIVACY IMPACT ASSESSMENT

Name of Application/System: | Telework Tracking Application

Office/Directorate: | ExRM

Date: | 5/17/2021

A. CONTACT INFORMATION

Person completing PTA/PIA:

(Name, title, organization) Brett Layton, IT Project Manager, EXIT

System Owner:

(Name, tifle, organization) Monifa Martin, Manager, EXRM

System Manager/Technical POC:

(Name, title, organization) Vinod Kumar, Cloud Architect, EXIT

B. APPROVING OFFICIALS

1 1 Digitally signed by Monifa Martin
M O n Ifa M artl n Date: 2021.09.07 14:34:46 -04'00'

System Owner Date

1 Digitally signed by Senteria Jones
Se nte rl a ‘J O n eS Date: 2021.09.07 15:20:23 -04'00'

Privacy Officer Date

Digitally signed by PATRICK MANLEY
PATRICK MANLEY Date: 2021.09.13 12:18:19 -04'00"

Chief Information Security Officer (CISO) Date

Digitally signed by ABIOYE MOSHEIM
AB|OYE MOSH EIM Date: 2021.09.03 12:32:59 -04'00'

Asst. General Counsel for FOIA, Records and Privacy Date

Digitally signed by James Rolfes
J am eS RO Ifes Date: 2021.09.19 20:29:22 -04'00'

Senior Agency Official for Privacy (SAOP) Date

C. SYSTEM OF RECORDS NOTICE

1. Will the system or application maintain records that contain information about
Lo Yes @
individuals?

2. Will the system or application allow records to be retrieved by a personal identifier*? Yes IE

3. Will the records that will be maintained by the system or application be considered a
: Yes |:|
new collection of records?

If the answer to 1, 2, and 3 above is “Yes,” then the system requires a System of Records Notice (SORN).

No|:|
No|:|

No@

o

v
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* A personal identifier might include an individual’s name, address, email address, telephone number, social security number,
photograph, biometric information, or any other unique identifier that can be linked to an individual.

D. PRIVACY THRESHOLD ANALYSIS (PTA)

1. Will the information system, application, or data set be used to collect, store, or
: System, app : Yes[[] No[ ]
transmit personally identifiable information?

2. Has a Privacy Impact Assessment ever been performed for the information system or
A Frivacy fmp P y Yes[ | No[O]
application?
3. Is there a Privacy Act System of Records Notice (SORN) for this information system or
ore 2 Privacy ActSy (SORN) v Yes[ ] No[d]
application?

If any of the answers to question 1-3 are “Yes” then complete the Privacy Impact Assessment section (F) of this document.
If answers to questions 1-3 are all “No” then a Privacy Impact Assessment is not needed. Please complete the section (E)
below, sign form, and return to the CPSC Privacy Officer.

E. OMISSION OF A PRIVACY IMPACT ASSESSMENT (PIA)

Briefly describe the system and provide a
supporting statement that explains why the PIA
is not needed.

A system that tracks telework docs, complete and submit forms,
provide automated notifications, and runs canned and specialized
reports. This will enable us to meet and maintain requirements
agreed to in a corrective action plan to IG audit findings and to be
efficient in running the program and ability to assess it as well.
Ensures compliance. The system will contain sensitive information
in the form of employee personal addresses, phone numbers, etc
and will require both an SIA and PIA. This system will need effective
security controls for the protection of sensitive privacy-related
information and the capability to audit both access, transmission
and disposition of sensitive information stored within the system.

F. PRIVACY IMPACT ASSESSMENT (PIA)

1. Generally describe the type of information Pay Period
that will be collected, stored, or transmitted. |Name

Position Title

Occupational Series

Grade

Full Performance Level Grade

Supervisory Status Code

Supervisor Status

Org

Work Email

Alternative Work Schedule

Hire Date

Date Separation

Telework Ind Code

Telework Remote Worker

Employee's Home Address (alternative workplace)
Fmnlovee's Home Phane and/ar Fax Niimher (nnccihlv)
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2.

What categories of individuals are covered
in the system? (public, employees,
contractors)

Employees

G. SYSTEM DATA

3. Isthe Pll collected verified for accuracy? Some Pl is submitted by the employee, approved by the supervisor and can be

Why or why not? cross-checked with FPPS. Other information is generated from FPPS and verified
by EXRM. CPSC uses the Interior Business Center's Federal
Personnel and Payroll System. The Federal Personnel and Payroll
System (FPPS) is a mainframe-based, portable, integrated, on-line,
and real-time personnel and payroll system. Pll information is

4. Isthe Pll current? How is this determined?  |vos Employees input and submit some data themselves. It is approved by the

supervisor and can be cross-checked with FPPS. EXRM verifies Pll is current in
FPPS.

5. Who will be responsible for protecting the EXRM and EXIT, through permission within the application. The application uses
privacy of the individuals whose Pll is policies in place for SharePoint. Also, each individual who has access to Pll signs a
collected, maintained, or shared on the blanket agreement that covers all PIl and the protection of it, in general, before
system? Have policies and/or procedures obtaining access to the CPSC Network and systems.
been established for this responsibility and
accountability?

6. Isthere a process for individuals to have PIl is maintained in FPPS and verified by EXRM. If information is incorrect, an
inaccurate PIl that is maintained by the individual can make certain changes ,such as an address change, on their own
system corrected or amended, as through the Employee Express system, which updates FPPS. For other
appropriate? information, the employee may request a correction by taking the steps

appropriate to the type of change/correction or amendment that is being
requested.

7. s the source of the information from the

individual or is it taken from another
source? If not directly from individual, then
what other source?

Employees input and submit some data themselves. Some of the information is
derived from FPPS.

H. MAINTENANCE AND ADMINISTRATIVE CONTROLS

8.

What opportunities do individuals have to
decline to provide information or to consent
to particular uses of the information?

None.
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9.

Do other systems that interconnect to the
system share, transmit, or access the Pll in
the system? If yes, explain the purpose for
system to system transmission, access, or
sharing of PII.

10.

What involvement will contractors have with
the design and maintenance of the system?
Has a contractor confidentiality agreement
or a Non-Disclosure Agreement (NDA) been
developed for contractors who work on the
system?

None

11.

What are the retention periods of PlII for this
system? Under what guidelines are the
retention periods determined? Who
establishes the retention guidelines?

The PIl is maintained in the system as long as they are a CPSC Federal Employee
with a TW agreement.

12.

What are the procedures for disposition of
the Pll at the end of the retention period?
How long will any reports that contain Pl be
maintained? How is the information
disposed (e.g., shredding, degaussing,
overwriting, etc.)?

When a CPSC employee departs, Office of Information Technology will follow the
EXIT File Plan which states: CPSC Retention Policy for Supervisors' personnel
records.

Temporary. Review annually and destroy superseded documents. Destroy
remaining documents 1 year after employee separation or transfer. Note: EXRM

13.

Is this system currently identified as a CPSC
system of records? If so, under which notice
does the system operate?

Telework records were previously covered under the general HR files (Employee
Relations) system of records. This electronic record is not currently identified as a
CPSC system of record.

I. ACCESS TO DATA

14. Who will have access to the data in the CPSC Employees for their own individual record, Managers/Supervisors for own
system? (e.g., contractors, managers, staff, AED/OD for their employees, and the Telework Coordinator and backups to
system administrators, developers, other).  |the TW Coordinator for those staff participating in the CPSC TW Program.

System administrators have access to all records. Permissions are based on user
roles with limited access.

15. What controls are in place to prevent

unauthorized access to the data?

Access is granted by role. Employees are not able to see other employee records,
Managers/Supervisors are only allowed to see their employees, AED/ODs are only
allow to see their employees, TW Coordinator and backups to the TW
Coordinator can see all records, as necessary. System administrators have access
to all records.
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16. What controls are in place to prevent the Permissions are set based on roles. Only employees with a need to know will have
misuse (e.g., browsing) of Pll by those having | access to records based on their role.
access?

17. Is access to the Pl being monitored, tracked, Logs are generated to monitor access.
or recorded?

18. For CPSC support staff, how is access to the | only administrators of the application can access all employee data. Permissions
Pll determined? Are criteria, procedures, are set based on roles. Only those employees with a need to know will have
controls, and responsibilities regarding access to records based on their role.
access documented? Does access to Pl
require manager approval?

19. What third-party organizations will have Each user can assess his/her data only. Supervisor can access the data of every
access to the PII (if known)? Who employee they supervise. EXRM person can access data of every employee.
establishes the criteria for what Pll can be
shared?

20. What CPSC personnel roles will have access |Users: Own Record
to Pll fields (e.g., users, managers, system Manager: Own Record and Sub
administrators, developers, contractors, System Admin: All
other)? AED/OD: Own record, Sub

EXRM: TW Coordinator & Backups, All

21. Will any of the personally identifiable

information be accessed remotely or
physically removed?

All Pll will be accessed only within the CPSC Virtual Desktop Infrastructure (VDI)
Environment or from the Traditional CPSC Environment. This means no one will
be able to access outside the CPSC Servers.

* CPSC OFFICE OF INFORMATION AND TECHNOLOGY SERVICES
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